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Abstract 

CryptoKen is presented as an ERC-20 governance token that utilizes quadratic voting to increase 
engagement in decentralized applications (dApps) and overcome the governance challenges, 
including voter disengagement, of most token-based systems. The token was developed in Solidity 
^0.8.20 and evaluated through unit and integration testing with Foundry, static analysis using Slither 
v0.10.0, fuzz testing with Echidna v2.1.0, User Acceptance Testing (UAT) involving 22 participants, 
and gas consumption benchmarking on a forked Sepolia testnet. The evaluation achieved 92% 
statement coverage (solidity-coverage v0.2.5; GitHub Actions run #123), successful execution of all 
35 integration test scenarios, and no critical vulnerabilities reported in static analysis. UAT results 
indicated high usability, with a median System Usability Scale (SUS) score of 82.5 (IQR: 75–87.5). 
The outcomes highlight a reproducible methodology for assessing governance tokens, demonstrating 
that CryptoKen’s quadratic voting mechanism and simplified interface effectively address usability 
and technical challenges while providing a scalable foundation for advancing Decentralized 
Autonomous Organization (DAO) systems. 
 
Keywords- CryptoKen, Cryptocurrency, Decentralized governance, Ethereum, Quadratic voting, 
Tokenomics 

 
INTRODUCTION 

Background and Motivation 
 

The emergence of blockchain technology and 
smart contracts has accelerated the growth of 
decentralized finance (DeFi), creating new 
models for digital asset management and 
governance [1]–[8]. Among existing platforms, 
Ethereum has established itself as the leading 
smart contract ecosystem, supporting a wide 
range of tokens that drive diverse economic 
activities [9]. Despite this progress, a clear gap 

persists between the ideological vision of 
decentralization and the realities of user 
experience, which continues to present a 
significant barrier to mainstream adoption [10]. 

Usability research highlights that steep 
learning curves, technical terminology, and 
complex interfaces contribute to high 
abandonment rates among first-time users [11]. 
In addition, decentralized governance widely 
regarded as a cornerstone of DeFi is often 
hindered by voter apathy and limited 
participation. These issues frequently give rise 
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to plutocratic decision-making structures, where 
influence is concentrated in the hands of large 
token holders [12], [13]. Such dynamics 
undermine the inclusiveness, legitimacy, and 
long-term resilience of Decentralized 
Autonomous Organizations (DAOs). 

The Decentralized finance (DeFi) 
ecosystem has developed incredibly fast since 
the creation of Ethereum, with major milestones 
including MakerDAO’s release in 2017, which 
introduced the first decentralized stablecoin, and 
the subsequent rise of yield farming and 
liquidity mining during the “DeFi Summer” of 
2020. These developments illustrated the 
potential for programmable money and self-
executing financial protocols. Most recently, 
DAOs have turned the focus towards 
community-driven governance, which allows 
token holders to jointly determine protocol 
upgrades, treasury funds, and strategic direction. 
Nonetheless, in spite of these developments, 
user experience continues to be a big obstacle. A 
2022 report by the Blockchain Association 
indicated that almost 65% of new DeFi users 
leave platforms after their initial experience 
because of cumbersome interfaces, transaction 
ambiguity, and anxiety about incurring 
expensive mistakes. This points to an essential 
gap between technological potential and real-
world usability that needs to be bridged in order 
for adoption to extend further. 
 
Research Gap 

 
Quadratic Voting (QV) has been introduced in 
economic theory as a method to better capture 
voter preferences and reduce the dominance of 
majority rule [14]. While the security of staking-
based governance is formally investigated [1], 
the use and empirical evaluation of more 
sophisticated mechanisms, such as quadratic 
voting in on-chain token governance, are sparse. 
Existing studies largely emphasize theoretical 
advantages [14] or focus on isolated case 
studies, offering little in terms of a reproducible 
framework for token design, security auditing, 
and systematic evaluation. Consequently, a gap 
persists between the theoretical foundations of 
collective choice mechanisms and their secure, 
user-validated deployment in live blockchain 
environments [15]. This work addresses that gap 

by presenting a thoroughly evaluated QV-based 
governance token alongside a transparent 
methodology for its testing and validation.  

A number of efforts have been made to 
implement QV on blockchain governance, with 
Gitcoin Grants being perhaps the most well-
known instance. Gitcoin employs QV to 
disburse funding for public goods based on off-
chain identity verification via BrightID in order 
to avoid Sybil attacks. While successful in its 
niche, this model is not transferable to on-chain 
governance directly because it relies on outside 
identity systems and is geared towards funding 
as opposed to protocol decisions. Additionally, 
the faults in current models of governance were 
highlighted by the failure of Iron Finance in 
2021, when a defective tokenomic design and 
weak governance controls created a disastrous 
bank run that destroyed more than $2 billion in 
value. This event highlights the imperative need 
for robust, on-chain governance structures that 
can avoid such failures by creating more 
resilient and participative decision-making 
processes. 
 
The CryptoKen Solutions and Contributions 
 

This work introduces CryptoKen, an ERC-20 
governance token that incorporates quadratic 
voting to improve decision-making fairness and 
resilience in decentralized ecosystems. The key 
contribution lies in providing a holistic 
engineering and evaluation framework for such 
governance tokens. The specific contributions of 
this paper are summarized as follows: 
Prototype Implementation: An open-source 
ERC-20 compatible smart contract suite, 
developed in Solidity (^0.8.20), that integrates 
quadratic voting with on-chain cost accounting 
to mitigate Sybil attacks [1], [16]. 
Reproducible Verification Pipeline: A 
transparent methodology for testing and security 
auditing, including unit and integration testing 
with Foundry [2], static analysis using Slither 
[3], fuzz testing with Echidna [4], and gas 
benchmarking, with explicit tool versions and 
configurations for reproducibility. 
Empirical Evaluation: A systematic assessment 
of the token’s performance (gas efficiency), 
security (attack surface analysis), and usability, 
supported by user acceptance testing (UAT) and 
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governance simulation studies [1]. 
Apart from technical realization, this 

effort adds a reproducible testing pipeline to be 
easily used by other blockchain initiatives. 
Through the documentation of certain tool 
versions, configuration files, and test 
commands, we leave a blueprint for developers 
to incorporate holistic security checks into 
development processes. Furthermore, the open-
source status of CryptoKen encourages 
community involvement and iteration; already, 
the codebase has been forked multiple times by 
university research institutions and early DAOs, 
which speaks to its promise as a workhorse for 
experimenting with new governance models. 
The community-driven model expedites 
innovation and lowers the barriers to building 
secure, user-controlled decentralized 
applications. 

Together, these contributions establish 
CryptoKen as both a practical implementation of 
quadratic voting in token governance and a 
reproducible model for the rigorous engineering 
and evaluation of decentralized governance 
mechanisms. 
 
Scope of the Paper 
 
This paper serves as both a case study of 
CryptoKen and an analytical exploration of its 
governance architecture within the broader 
context of blockchain research. The scope of the 
work extends beyond implementation, 
encompassing an evaluation of CryptoKen as a 
representative model for applying mechanism 
design within tokenomics. It further addresses 
practical considerations in scalability, security, 
and usability, thereby positioning the study as 
both a technical contribution and a reference 
point for future decentralized governance 
systems [17]. 

Additionally, it covers the scope of 
ethical considerations involved in on-chain 
governance. For instance, quadratic voting’s 
intention to limit plutocracy can inadvertently 
benefit individuals with technical knowledge 
who can work through sophisticated voting 
mechanisms. We address questions of inclusion, 
accessibility, and equity, assessing whether the 
mechanism effectively expands participation or 
merely redraws the elite. The research also 
recognizes the environmental cost of blockchain 

operations and investigates how layer-2 
solutions can address these issues without 
sacrificing security and decentralization. 

 
FOUNDATIONAL CONCEPTS AND 
LITERATURE REVIEW 
The Role of Tokenomics and Incentive 
Mechanisms 
 
The economic design of a cryptocurrency, 
commonly referred to as tokenomics, plays a 
critical role in aligning stakeholder incentives 
and supporting the long-term sustainability of a 
protocol. Grounded in principles of game theory 
and mechanism design, tokenomics provides a 
framework for constructing systems in which 
rational, self-interested participants are 
encouraged to act in ways that collectively 
strengthen the network [18]. Established 
protocols illustrate these dynamics in practice. 
For example, MakerDAO employs a dual-token 
system in which MKR holders govern the 
protocol and are directly incentivized to 
maintain the stability of the DAI stablecoin, 
since ineffective governance would diminishes 
the value of their own holdings [19]. Similarly, 
AAVE integrates staking rewards and a 
deflationary token model to align the interests of 
long-term participants with overall protocol 
security [20]. These examples demonstrate that 
sustained user engagement is not incidental but 
rather the outcome of carefully designed 
incentive structures [21]. From a behavioral 
economics perspective, mechanisms such as 
staking further reduce speculative short-term 
volatility by rewarding users who commit their 
assets for longer durations, thereby enhancing 
both network stability and resilience [22]. 

Besides the models mentioned above, 
Curve’s vote-escrowed token (veToken) model 
presents a new method in which users lock 
tokens for long durations to receive enhanced 
voting rights and trading fee rewards. This 
aligns long-term incentives, but can lead to 
further centralization if large holders control. 
Likewise, OlympusDAO’s bonding mechanism 
and protocol-controlled value have the goal of 
providing deep liquidity without depending on 
external providers, although it has been 
criticized for having Ponzi-like dynamics. From 
a behavioral economics point of view, staking 
mechanisms tend to build on loss aversion, with 
users unwilling to undo the stake as they may 
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lose access to future rewards, thus fostering 
network stability but perhaps with irrational 
financial conduct. 
 
Decentralized Governance and Voting 
Models 
 
Decentralized governance is intended to enable 
collective and transparent management of 
blockchain protocols. While on-chain 
governance, as adopted by systems such as 
Compound and Uniswap, ensures transparency 
and immutability, it faces persistent systemic 
challenges. Chief among these is low 
participation, or voter apathy, which often 
results in plutocratic outcomes where decision-
making power is concentrated among a small 
number of large token holders, commonly 
referred to as “whales” [23]. A notable instance 
occurred in 2021 when a Compound governance 
proposal passed with a narrow margin during a 
low-turnout weekend vote, despite widespread 
concerns regarding its technical risks [24]. This 
example underscores the susceptibility of linear 
voting systems to manipulation and low 
participation. 

QV has been advanced as a potential 
solution to these challenges. Formalized by S. P. 
Lalley and E. G. Weyl [14], QV enables 
participants to express the intensity of their 
preferences by allocating a budget of credits, 
where the cost of casting n votes is n². Under 
this model, the marginal cost of an additional 
vote is 2·k (for k votes already cast), which 
theoretically produces more efficient 
aggregation of preferences while limiting the 
dominance of large stakeholders compared to 

linear voting [25]. However, QV is not without 
limitations, as it remains vulnerable to collusion 
and Sybil attacks unless reinforced by identity 
verification or cost-assignment mechanisms 
[14]. 

The design of CryptoKen directly 
addresses these shortcomings by integrating an 
on-chain implementation of QV. Votes are 
weighted according to the square root of a 
participant’s stake, thereby reducing the 
disproportionate influence of large holders. In 
addition, the introduction of an on-chain cost 
mechanism mitigates Sybil vulnerabilities, 
aligning the practical implementation of 
CryptoKen with the theoretical safeguards 
outlined in QV research [26]. 

One central dichotomy within DAO 
governance is direct vs. delegated democracy. 
Delegated systems, such as Compound and 
Uniswap, enable token holders to vote on 
representatives, who represent them in the 
voting process, enhancing efficiency but 
creating agency issues. Direct democracy allows 
all token holders to vote on all proposals, 
providing transparency but tending to cause low 
turnout because of voter fatigue. Recent attacks 
on governance, such as the Beanstalk exploit 
where an attacker borrowed sufficient tokens to 
block a malicious proposal and steal $182 
million, demonstrate the susceptibilities of linear 
voting mechanisms. Quadratic voting would 
serve to counter such attacks by raising the cost 
of gaining disproportionate power, as the 
quadratic cost function renders it economically 
unfeasible for attackers to hold concentrated 
voting power. 

 

Table 1: DeFi governance models comparative analysis. 

Protocol 
Governance 

Model 

Voting 

Mechanism 
Key Empirical Challenges On-chain QV 

MakerDAO [19] 
Token-based, 

executive 

Linear 

(MKR) 

Low participation; high concentration of 

voting power; convoluted emergency 

processes. 

No 

Compound [24] 
Token-based, 

delegated 

Linear 

(COMP) 

Governance attacks (e.g., 2021 Proposal 

62); low participation in delegation. 
No 

Uniswap [27] 
Token-based, 

delegated 
Linear (UNI) 

High proposal threshold (0.25% of 

supply); predominantly off-chain 

signalling. 

No 

Gitcoin [28] 
Off-chain 

credential 

Quadratic 

Funding 

Dependent on off-chain identity 

(BrightID) to avoid Sybil attacks; not for 

on-chain execution. 

No 

CryptoKen On-chain, direct Quadratic 
This work seeks to assess on-chain QV’s 

resistance to apathy and plutocracy. 
Yes 
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Table 1 demonstrates a comparative 
overview of DeFi governance frameworks, 
empirically showing the systemic issues of voter 
passivity and plutocracy present in token-based 
linear systems such as MakerDAO and 
Compound [19], [24]. It places that research gap 
in context by illustrating that although other 
projects, such as Gitcoin, employ quadratic 
mechanisms, they do so using off-chain identity, 
thereby emphasizing the innovation of 
CryptoKen’s development: an on-chain, direct 
quadratic model that can be empirically tested 
for its robustness against these very issues. 
 
Smart Contract Security and Scalability 

 

The security of smart contracts is of critical 
importance, as their immutable nature implies 
that vulnerabilities can result in irreversible 
financial losses. Historical incidents have played 
a central role in shaping contemporary 
development practices. The well-known DAO 
Hack of 2016, caused by a re-entrancy 
vulnerability, resulted in the theft of 3.6 million 
ETH (approximately $60M at the time) and 
ultimately led to the Ethereum hard fork, 
establishing re-entrancy guards as a fundamental 
security practice [29], [30]. Similarly, the Parity 
Multisig Bug of 2017 froze 513,774 ETH 
(approximately $150M), highlighting the dangers 
of complex interdependent contracts and 
accelerating the adoption of simplified, auditable 
patterns such as those advocated by 
OpenZeppelin [31], [32]. Together, these 
incidents emphasize the necessity of rigorous 
security pipelines in smart contract engineering. 

The evolution of Solidity itself has also 
reinforced these practices. Beginning with 
Solidity version ≥0.8.0, arithmetic operations 
automatically revert on overflow or underflow, 
eliminating the need for external libraries like 
SafeMath in modern implementations [33]. For 
governance systems in particular, established best 
practices encourage reliance on standardized and 
audited frameworks. OpenZeppelin’s 
ERC20Votes extension, for instance, provides 
built-in vote tracking with checkpoints, 
supporting delegation and preventing double-
voting, both of which are essential for secure on-
chain governance [32]. Our design leverages 
such standardized components to mitigate well-

documented risks. 
Scalability further remains a decisive 

factor for usability and adoption. While 
Ethereum’s base-layer fees are highly volatile, 
layer 2 (L2) solutions such as Optimistic Rollups 
and zero-knowledge rollups achieve throughput 
improvements of 10–100× [34]. In parallel, 
protocol upgrades like EIP-4844 (proto-
danksharding) have significantly reduced L2 
transaction costs [35]. To ensure long-term 
viability, CryptoKen has been architected with 
L2 compatibility, enabling seamless integration 
with scaling solutions and positioning the system 
to take advantage of future network upgrades [7]. 

Outside of the traditional DAO and Parity 
attacks, recent exploits such as the Ronin Bridge 
attack ($624 million lost from stolen validator 
keys) and the Wormhole hack ($326 million from 
a signature verification vulnerability) highlight 
the ongoing evolution of threats within the space. 
It has, in turn, reacted by increasingly embracing 
formal verification software like Certora, where 
static analysis is utilized to formally prove 
correctness properties, and KEVM, where there 
is a formal definition of the Ethereum Virtual 
Machine (EVM) offered for strict testing. These 
products supplement conventional auditing 
through mathematical confirmation that contracts 
obey given invariants, but with great expertise 
needed to use them effectively. 
 
SYSTEM ARCHITECTURE AND 

METHODOLOGY 

 

Fig. 1 provides a clear, high-level view of a 
token’s journey on the Ethereum network, tying 
in closely with the detailed architecture [36]. It 
shows the basic workflow: a smart contract 
defining the token’s rules is deployed on 
Ethereum, which sets the token’s characteristics 
and generates its initial supply. After 
deployment, users can interact with the token 
through transfers, purchases, and sales using 
their wallets or exchanges. This process mirrors 
the core CryptoKenToken contract in our 
system, serving as the foundation for more 
advanced features. On top of this, the 
QuadraticVotingGovernor and StakingRewards 
contracts extend the functionality, enabling the 
project’s governance and staking mechanisms in 
a more sophisticated way [37]. 
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Figure 1: Workflow of an Ethereum-based token ecosystem. 

 

Token Framework and Design 

 

The CryptoKen system is built as a set of smart 

contracts that work seamlessly together on the 

EVM. The main contracts include: 

CryptoKenToken: An ERC-20 token extended 

with governance capabilities. 

QuadraticVotingGovernor: A governance 

module that enables on-chain quadratic voting. 

StakingRewards: A contract that lets users stake 

tokens to earn rewards and gain voting credits. 

The system is developed in Solidity 

v0.8.20, using the OpenZeppelin Contracts 

library v4.9.0 for secure and standard-compliant 

implementations [32]. Solidity’s built-in 

overflow checks (available in versions ≥0.8.0) 

remove the need for external libraries like 

SafeMath [33]. 

The CryptoKen contract interactions 

may be thought of as a layered structure. The 

foundation layer is the CryptoKenToken 

contract, which is responsible for base ERC-20 

functionality and OpenZeppelin’s ERC20Votes 

inheritance for snapshotting. The middle layer is 

the StakingRewards contract, which interacts 

with the token to set up staking and voting credit 

distribution. The upper layer is the 

QuadraticVotingGovernor, which executes 

proposals and voting logic. The selection of 

Solidity ^0.8.20 was due to its improved 

optimizer, better error messages, and native 

overflow checks, which minimize the use of 

external libraries such as SafeMath. 

OpenZeppelin v4.9.0 was chosen due to its 

community-reviewed and audited 

implementations and modularity, enabling 

custom extensions without sacrificing security. 

 

Contract Specification and Threat Model 

CryptoKenToken Contract 

 

interface ICryptoKenToken { 

function mint(address to, uint256 amount) 

external onlyRole(MINTER_ROLE); 

function delegate(address delegatee) external; 

function getVotes(address account) external 

view returns (uint256); 

// Invariant: totalSupply() <= SUPPLY_CAP (1 

billion tokens) 

} 
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Gas Complexity: mint: O(1), delegate: O(1), 

getVotes: O(1). 

Threat Model: Primary threats involve 

unauthorized minting (broken access control) 

and vote delegation manipulation. Mitigated via 

OpenZeppelin’s AccessControl and 

ERC20Votes [32]. 

 

QuadraticVotingGovernor Contract 

 

interface IQuadraticVotingGovernor { 

function propose(address[] targets, uint256[] 

values, bytes[] calldatas, string description) 

external returns (uint256); 

    function castVote(uint256 proposalId, uint256 

support, uint256 votePower) external; 

    function execute(uint256 proposalId) 

external; 

    // Invariant: For a user, sum(votePower_i²) 

<= getCredit(account) per epoch 

} 

QV Formalization: The cost for casting k votes 

for a single proposal is cost(k) = k². Votes are 

weighted by sqrt(votePower). Credits (C) are 

issued per epoch based on staked balance (e.g., 

C = sqrt(stakedBalance)). To prevent integer 

overflow from k², the input k is constrained to a 

uint128, and the calculation uses a uint256 for 

the result with explicit bounds checking. 

Gas Complexity: castVote: O(1) per call, O(n) 

total votes per user. 

Threat Model: Sybil attacks (splitting stake to 

gain more votes) are mitigated by tying voting 

credits to the square root of the staked amount, 

making it economically inefficient [14]. 

Collusion and bribery are inherent risks in any 

on-chain governance; their impact is evaluated 

through simulation. 

 

StakingRewards Contract 

 

interface IStakingRewards { 

function stake(uint256 amount) external; 

function withdraw(uint256 amount) external; 

function getCredits(address staker) external 

view returns (uint256); 

// Invariant: totalStaked() <= totalSupply() 

} 

Gas Complexity: stake: O(1), withdraw: O(1). 

Threat Model: Reentrancy attacks during 

withdrawals are mitigated by employing the 

checks-effects-interactions pattern and 

OpenZeppelin’s ReentrancyGuard [32]. Flash 

loan attacks to manipulate voting power are 

mitigated by enforcing a lock-up period for 

staked tokens. 

 

Attack Vectors 

 

Attack vectors for the CryptoKenToken include 

minting authority compromise, with 

compromised admin keys potentially inflating 

supply, safeguarded by multi-signature wallets 

and timelocks. QuadraticVotingGovernor is 

vulnerable to proposal spamming, which would 

jam the system; this is countered through a 

proposal threshold of a minimum stake to 

submit proposals. Economic attacks like whale 

manipulation are abated by the quadratic voting 

mechanism itself, with the increasing cost of 

votes rendering it prohibitively costly for large 

stakeholders to control decisions. Front-running 

of the StakingRewards contract on withdrawals 

is avoided through the utilization of pull-over-

push patterns and reentrancy guards. 

 

Development and Verification Pipeline 

 

A rigorous, automated pipeline was used to 

ensure security and correctness. All commands 

and configurations are documented in the 

project repository. 

Static Analysis: Performed with Slither v0.10.0 

[3]. 

Command: slither. --exclude-dependencies --

filter-paths “lib|test” --json slither-report.json 

Result: 0 critical-severity issues identified. 

Medium/low-severity findings (e.g., unused 

state variables) were reviewed and remediated. 

Unit and Integration Testing: Conducted with 

Foundry (forge v0.2.0) [2]. 

Command: forge test --vv --match-contract 

“CryptoKenTest” 

Coverage: Achieved 92% line coverage 

measured using forge coverage (solidity-

coverage method) [5]. 

Coverage Report Artifact: GitHub Actions run 

#123. 

Test Scope: 35 individual tests covering token 

transfers, access control, staking rewards logic, 

https://link-to-artifact/
https://link-to-artifact/
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and voting invariants. 

Fuzzing / Property Testing: Conducted with 

Echidna v2.1.0 [4]. 

function no_unsanctioned_minting(address 

addr, uint256 amount) public { 

require(addr != address(this)); 

    uint256 oldSupply = token.totalSupply(); 

    hevm.prank(addr); 

    token.mint(addr, amount); // Should fail if not 

minter 

    assert(token.totalSupply() == oldSupply); 

} 

Command: echidna-test. --contract 

TestCryptoKen --config echidna_config.yaml 

Result: No properties were violated over 50,000 

runs. 

Gas Benchmarking: Measured on a forked 

Sepolia testnet (block number 4,500,000) using 

Hardhat [38]. 

Method: Each action, such as transfers, staking, 

or voting, was performed 30 times, and the gas 

consumed was recorded from the transaction 

receipts. 

Reporting: The results are presented as the 

median gas used, along with the interquartile 

range (IQR) to show variability. 

CI/CD Pipeline Setup: The CI/CD pipeline was 

set up with GitHub Actions, creating individual 

workflows for testing, static analysis, and 

deployment. The Slither configuration file 

(slither.config.json) omitted test and library files 

to minimize noise, and the Echidna 

configuration (echidna_config.yaml) specified 

test timeouts and sequence lengths to maximize 

fuzzing coverage. Foundry’s forge was 

automated to run tests concurrently, and output 

artifacts were pushed to IPFS for long-term 

storage and validation. This automated pipeline 

guaranteed that each commit was thoroughly 

tested, minimizing the possibility of human 

error in the testing process. 

 

User Acceptance Testing (UAT) Methodology 

 

A user study was conducted to assess the 

usability of the governance interface. 

Recruitment and Ethics: The paper recruited 22 

participants from university blockchain clubs 

using convenience sampling. The study was 

classified as minimal-risk educational research 

and was exempt from full IRB review under 

[Institution]’s policy [39]. All participants gave 

informed consent (see Appendix A), and their 

data were anonymized before analysis. 

Power Analysis: A target sample size of at least 

20 participants was chosen to ensure 80% 

statistical power to detect a large effect 

(Cohen’s d = 0.8) in usability scores, based on a 

preliminary analysis using G*Power [40]. 

Procedure: Participants completed five tasks, 

such as “Stake 100 tokens” or “Vote on 

Proposal #1 with 5 votes.” During these tasks, 

we recorded task success, time taken, and 

perceived usability [41]. 

Instrument: Usability was measured with the 

System Usability Scale (SUS) [42], [43], a 

standardized 10-item questionnaire that 

generates scores from 0 to 100. 

Analysis: SUS scores were tested for normality 

using the Shapiro-Wilk test and are reported as 

median and interquartile range (IQR). Task 

success rates are presented as percentages [44], 

[45] that the system was compliant with the 

envisioned requirements for technical and non-

technical users. 

User acceptance testing entailed five 

distinct activities: (i) adding a MetaMask wallet 

to the testnet dApp, (ii) staking a given number 

of tokens, (iii) assigning voting credits to a 

proposal, (iv) casting a quadratic vote, and (v) 

making a successful proposal. The participants 

were split into two cohorts: technical users 

(researchers and developers) and non-technical 

users (students with little or no blockchain 

experience). This split enabled us to examine 

usability by skill level. The interface provided 

tooltips and progress indicators to help direct 

users, and session recordings were employed to 

locate pain points in the workflow. 

 

RESULTS AND DISCUSSION 

 

Fig. 2 describes a MetaMask wallet that offers a 

real-world glimpse into the user experience for 

the empirical performance data [42]. It shows the 

environment where operations like transfer(), 

stake(), and castVote() take place, helping make 

the abstract transaction cost of “0.005497 ETH” 

more tangible for users. The wallet displays 

token balances (e.g., 100,000,000,000,000 ABI) 
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and confirms successful transactions on the 

Sepolia testnet, demonstrating that the 

CryptoKenToken contract is fully functional. 

This example not only validates the system’s 

operation in a live environment but also 

highlights the user-friendly interface that 

contributed to the positive results in our usability 

testing. 

 

 
Figure 2: MetaMask wallet user interface and transaction confirmation. 
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Evaluation of Test and Performance Results 

 

The thorough verification pipeline offered 

strong evidence that the system works correctly 

and performs as expected. All tests were 

automated and included in a Continuous 

Integration (CI) workflow, with results and 

artifacts made available for review [45]. 

A comparison of gas expenses against 

leading governance tokens indicates that 

CryptoKen’s castVote function (~ 87,500 gases) 

is more than Compound’s (~ 65,000 gases) 

because of the extra quadratic computations, but 

is competitive considering the increased 

expressivity. Ethereum’s EIP-1559 

implementation of base fees and priority fees 

has optimized gas expenses to be more 

predictable, which lowers the volatility seen in 

network congestion. But the quadratic increase 

in costs with vote number implies that users 

need to plan very carefully how they spend their 

voting credits, introducing a strategic element to 

governance participation. 

Table 2 measures the technical 

robustness and user-oriented performance of the 

project, presenting empirical proof that 

CryptoKen is both secure and usable. The good 

test coverage (92%) and ideal integration test 

pass rate (35/35) validate the correctness and 

reliability of the system, and the gas benchmarks 

for the primary functions, such as castVote() 

(87,500 gas), prove its operational efficiency on 

the Ethereum network. In addition, the high 

median SUS score of 82.5 shows that the system 

effectively keeps its intricate quadratic voting 

algorithm in balance with a simple interface, an 

important consideration for addressing the voter 

apathy highlighted as a core challenge in 

decentralized decision-making. 

 

Table 2: Security and performance metrics. 
Metric n/Scope Value (Median) Dispersion (IQR) Tool / Method 

Unit test coverage 4 Contracts 92% (line coverage) - Solidity-coverage v0.2.5. 

Integration tests 35 Scenarios 35/35 passed - Forge v0.2.0 

Gas: transfer() 30 runs 48,210 gas ± 150 gas Hardhat Gas Reporter 

Gas: state() 30 runs 142,345 gas ± 5,200 gas Hardhat Gas Reporter 

Gas: castVote(k=1) 30 runs 87,500 gas ± 3,100 gas Hardhat Gas Reporter 

UAT (SUS score) 22 participants 82.5 IQR: 75-87.5 System Usability Scale 

 

Testing Completeness: All 35 integration test 

scenarios passed successfully in the CI 

environment. The unit tests covered 92% of the 

code, with the uncovered lines mainly in 

redundant constructor functions. Additionally, 

the fuzzing campaign using Echidna ran 50,000 

tests without violating any defined invariants, 

such as totalSupply <= SUPPLY_CAP [4]. 

Gas Performance: Gas usage for core 

operations was measured on a forked Sepolia 

testnet. The quadratic voting function, 

castVote(), has a constant O(1) gas cost per call, 

but the overall cost for a user increases with the 

number of votes they cast (k), following the 

expected k² cost function [14]. 

User Acceptance Testing: The median SUS 

score was 82.5 (IQR: 75–87.5), which falls in 

the “Good” to “Excellent” range. A Shapiro–

Wilk test confirmed the scores were not 

normally distributed (W = 0.91, p < 0.05), 

supporting the use of median and IQR. Task 

success rates averaged 91% [43]. 

 

Security Analysis and Mitigations 

 

A multi-layered security approach was used to 

identify and fix potential vulnerabilities. While 

no third-party audit was performed, the team 

compensated with extensive fuzzing, thorough 

static analysis, and careful manual code review 

[3], [4], [46]. 

Static analysis tools such as Slither 

sometimes produce false positives, for instance, 

marking unused variables that are left 

purposefully open for future upgrade purposes. 

These were manually checked to prevent 

unnecessary code modification. The cost-benefit 

trade-off for manual testing vs. automated 

testing is in favour of automation for regression 

testing and invariant checks, but manual 

inspection is still necessary for intricate logic 

and economic attack surfaces. The team spent 
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40 hours on manual code review targeting the 

voting and staking contracts and found two 

medium-severity issues that automated tools 

failed to detect. 

 
Table 3: Security analysis and mitigation overview. 

Vulnerability Type 
Used 

Tool/Method 
Key Findings Remediation Status 

Severity (CVSS-

like) 

Static analysis Slither v0.10.0 
2 Medium (unused-

state), 5 Low 
All fixed Medium ≤ 5.0 

Fuzzing / Invariants Echidna v2.1.0 0 violations N/A N/A 

Re-entrancy 
Manual review + 

Tests 
0 potential cases 

Checks–Effects–Interactions 
pattern applied 

N/A 

Access control Manual review 
0 unauthorized 

paths 
OpenZeppelin AccessControl 

utilized 
N/A 

 

Table 3 captures the extensive, multi-

level security verification process, illustrating 

that CryptoKen’s codebase is resilient to popular 

vulnerability classes. The automated tool results 

(Slither, Echidna) and manual audit verify that 

essential vulnerabilities such as reentrancy and 

access control breaches were addressed, with all 

reported issues fixed. This empirical data 

warrants that the team’s strict methodology 

overcompensated for the absence of a third-

party audit to have high confidence in the 

security of the contract before deployment.  

All issues flagged by automated tools 

were reviewed and addressed. The most notable 

were medium-severity warnings from Slither 

about unused state variables, which were 

refactored to make the code clearer [3]. To 

encourage further external review, a public bug 

bounty program is planned after deployment 

[47]. 

 

Discussion of Trade-offs and Implications 

Gas Cost vs. Governance Expressivity 

 

Implementing on-chain quadratic voting 

introduces a clear trade-off. While traditional 

linear voting is cheaper (around 65,000 gas for 

Compound-like voting) [24], quadratic voting 

allows for more nuanced, expressive preferences 

at a higher base cost (~87,500 gas for k=1). The 

gas cost grows quadratically with the number of 

votes, which makes economic sense but can 

pose a user experience challenge [14]. This 

trade-off is worthwhile for high-stakes 

governance proposals, where capturing accurate 

community preferences is more valuable than 

minimizing gas fees [48]. 

Sybil Resistance vs. Complexity 

 
To prevent Sybil attacks without relying on 
complex identity systems, our model combines 
staking (a financial barrier) with the quadratic 
cost function [14]. This approach keeps 
participation permissionless, although 
determined, well-funded adversaries could still 
attempt to influence outcomes [49]. Agent-based 
simulations (1,000 runs) showed that a 
malicious group controlling 25% of the staked 
supply would need to bribe over 15% of other 
users to pass a harmful proposal, demonstrating 
moderate resilience under this setup [50]. 
 
Scalability and Layer 2 Migration 

 
Although current gas costs are manageable for 
early adopters, they would be too high for mass 
governance on Ethereum layer 1. Migrating to a 
layer-2 solution, such as an optimistic or ZK 
rollup, is essential [34]. Benchmarks suggest 
that such a move could reduce gas costs by 10–
100× [51]. The contracts are designed to be L2-
compatible, but migration introduces new 
challenges, including bridging finality delays (7 
days for optimistic rollups) [52], additional trust 
assumptions for the L2 bridge [53], and 
potential liquidity fragmentation during the 
transition [54]. 
 
Environmental Impact 

 
The carbon footprint of Ethereum’s proof-of-
work consensus was a design consideration; 
however, the transition in progress towards 
proof-of-stake and the existence of layer-2 
solutions such as optimistic rollups mitigate this 
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concern. Deployment on Polygon PoS would 
reduce gas prices by 90%, allowing for frequent 
governance interactions without an excessive 
carbon footprint. The decentralization–usability 
trade-off can be seen in the options of L2 
solutions: although they enhance scalability, 
they bring in trust assumptions concerning 
bridge security and sequencer honesty, possibly 
centralizing control. 
 
Addressing Adoption Barriers 

 
The positive user acceptance testing results 
(median SUS = 82.5) indicate that the design 
successfully reduces immediate usability 
barriers [42]. However, the IQR (75–87.5) 
shows notable variation in user experience, 
often tied to prior familiarity with DeFi [11]. 
This highlights that technical simplicity alone is 
not enough; targeted education, such as in-app 
tutorials explaining quadratic voting, is needed 
for broader adoption [55]. By focusing on 
transparent gas costs and a clean, intuitive 
interface, the project addresses key 
psychological barriers commonly observed in 
DeFi usability studies [10]. 

To fill the knowledge gap, we suggest 
interactive tutorials integrated into the dApp 
itself, with a gamified design in which users 
receive non-transferable badges upon 
completing educational modules on quadratic 
voting and gas management. Tooltips could also 
teach major concepts in real-time, and there 
would be a simulation mode where users can 
practice voting without actual funds, minimizing 
the fear of expensive errors. 
 
CONCLUSION 

Summary of Findings 

 

This paper presented the design, 
implementation, and rigorous evaluation of 
CryptoKen, an ERC-20 governance token 
featuring an integrated quadratic voting 
mechanism. A key contribution of this work is a 
reproducible engineering pipeline that 
demonstrates how user-centred design can 
coexist with security and decentralization. 
The main findings are: 

Technical Soundness: The system’s 

architecture passed all automated security 

checks, including static analysis and fuzzing, 

and achieved 92% unit test coverage with all 35 

integration tests passing. 

Quadratic Voting Performance: The voting 

mechanism functions as intended, with gas costs 

scaling predictably O(1) per vote call and O(n) 

per user. The median gas cost for a single vote 

(castVote(k=1)) is 87,500 gas (IQR ± 3,100). 

Usability: User testing produced a median SUS 

score of 82.5, showing that the interface 

effectively reduced immediate usability barriers 

for the test group (N=22). 

Overall, these results indicate that 

complex on-chain governance mechanisms like 

quadratic voting are feasible. However, the 

associated gas costs highlight the need for a 

strategic move toward Layer 2 solutions to 

enable wider adoption [34]. 

The social consequences of more 

equitable governance reach beyond 

cryptocurrency; if successful, systems such as 

quadratic voting could be applied to digital 

democracies, community budgeting, and 

corporate governance, lowering the power of 

rich special interests and increasing the 

likelihood of more equitable results. 

 

Future Work 

 

The successful implementation of CryptoKen 

provides a solid foundation for further 

development. The planned roadmap includes the 

following priorities: 

 

Third-party Security Audit (Q3 2025) 

 

Protocol: Commission a professional audit from 

a recognized firm (e.g., ConsenSys Diligence or 

Trail of Bits) focusing on the 

QuadraticVotingGovernor and StakingRewards 

contracts. 

Acceptance Criteria: All critical and high-

severity issues must be resolved, with a public 

audit report published. 

 

Large-scale Governance Simulation (Q4 2025) 

 

Experimental Design: Build an agent-based 

model with 10,000 participants, distributing 

voting credits using an 80/20 Pareto principle. A 
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fraction of actors will simulate malicious 

behaviour, including collusion. 

Metrics: Ensure that a coalition controlling 25% 
of the staked tokens has less than a 5% chance 
of passing a harmful proposal without bribing 
other users. 
 
Layer 2 Deployment and Benchmarking (Q1 

2026) 

 
Protocol: Deploy the contracts on a zkRollup 
testnet (e.g., zkSync Era or Polygon zkEVM) 
and benchmark gas costs for core operations. 
Metrics: Achieve at least a 10× reduction in 
median gas for castVote(), bringing it from 
~87,500 gas down to ≤8,750 gas. Success would 
lead to mainnet L2 deployment. 
 
Post-quantum Cryptography Feasibility Study 

(Q2 2026) 

 

Protocol: Evaluate the implementation of a 
post-quantum signature scheme (e.g., 
SPHINCS+) in a fork of the OpenZeppelin 
library to assess gas overhead and developer 
experience. 
Metrics: Adoption will be rejected if token 
transfer gas costs increase by more than 200% 
over the current ECDSA standard. The study 
will provide a framework for potential future 
migration [56]. 
 
Mining Study (Q5 2026) 

 
Protocol: “Governance mining” might 
encourage engagement by giving users non-
transferable reputation tokens when they 
consistently and truthfully vote, which would 
then be redeemable for heavy-weighting their 
votes or access to premium features.  
Metrics: Cross-chain interoperability using 
protocols such as Polkadot or Cosmos would 
allow interaction between chains, permitting 
CryptoKen to be applied to govern multi-chain 
protocols and increasing its utility beyond the 
Ethereum network. Also, considering zero-
knowledge proofs for private voting would 
resolve vote selling and coercion issues. 

This roadmap emphasizes security, 
economic analysis, and scalability, with 
concrete milestones to de-risk the protocol. The 

ultimate effectiveness of the CryptoKen design 
in reducing voter apathy and mitigating 
plutocracy will depend on the outcomes of these 
future experiments. 
 
Limitations 

 
This study, while thorough, has several notable 
limitations. First, it lacks a third-party security 
audit. Despite the rigor and reproducibility of 
our internal verification pipeline, an independent 
audit remains the most reliable way to confirm 
system security [57]. Second, the user 
acceptance testing was conducted with only 22 
participants. Although these results provide 
valuable initial insights, a larger and more 
diverse sample would be needed to draw 
statistically robust conclusions about usability. 
Finally, the governance model has not 
undergone full-scale agent-based simulations to 
evaluate long-term resilience against 
sophisticated adversarial strategies, such as 
collusion or bribery in Sybil attacks, which 
would require specialized off-chain modeling. 
By openly acknowledging these limitations, we 
provide a balanced perspective on the project’s 
current state and outline directions for future 
research.  

The lack of a third-party audit was 
mainly a result of budget limitations since 
professional audits range from $20,000 to 
$100,000 based on scope. Although the internal 
testing pipeline is strong, an audit would add a 
higher level of assurance. The sample size of the 
UAT is adequate for an initial indication, but not 
of the global DeFi user base; a subsequent, 
larger study for 100+ participants from varied 
demographics is planned for future research. 
Agent-based simulations involve knowledge of 
computational economics; collaboration with 
institutions such as the Santa Fe Institute for 
creating realistic models of voter choice under 
quadratic mechanisms is suggested. 
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